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Deploy EPPDeploy EPP

and EDRand EDR

EverywhereEverywhere

Deploy EPP
and EDR

Everywhere

No gaps. Every
endpoint (laptop,
desktop, server)

must be covered.
Partial deployment
leaves open doors

for attackers.

Enable Ful lyEnable Ful ly

AutomatedAutomated

ModeMode

Enable Ful ly
Automated

Mode

Allow your EDR to
identify, hunt, and
remediate threats

in real time without
waiting for human

intervention. Speed
is everything

MicrosoftMicrosoft

Defender forDefender for

EndpointEndpoint

Microsoft
Defender for

Endpoint

Enable Tamper
Protection + EDR

Block Mode + Fully
Automated

Investigation &
Response for

maximum coverage.

Endpoint ProtectionEndpoint ProtectionEndpoint Protection
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MFA HardeningMFA HardeningMFA Hardening

Switch to Phising-Resistant MFASwitch to Phising-Resistant MFASwitch to Phising-Resistant MFA
Move Admins, IT Staff, & Senior Leadership off push-notification MFA.
Require FIDO2 security keys instead.

Enable Number MatchingEnable Number MatchingEnable Number Matching
Turn on Number Matching in Microsoft Authenticator to prevent MFA
fatigue and approval fraud.

Close the SSPR Enrol lment WindowClose the SSPR Enrol lment WindowClose the SSPR Enrol lment Window
Pre-register MFA for all privileged users. If attackers can register their
own device during SSPR, they own the account.

Remove Weak Reset MethodsRemove Weak Reset MethodsRemove Weak Reset Methods
Audit and eliminate easily spoofable or weak authentication factors
from your reset options.

Implement Risk-Based Condit ional AccessImplement Risk-Based Condit ional AccessImplement Risk-Based Condit ional Access
Trigger additional verification automatically when unusual sign-in
behavior is detected.
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Cloud & Access SecurityCloud & Access SecurityCloud & Access Security

Microsoft DefendersMicrosoft DefendersMicrosoft Defenders

Defender for Endpoint

Defender for Cloud

Defender for Resource Mgr

Key Vault & App Service

Defender XDR

Threat hunting across

cloud

Azure HardeningAzure HardeningAzure Hardening

Harden Key Vaults

Least-privilege cloud roles

Lock Graph PowerShell &

Explorer for non-admins

Lock down VM utilities

Review all session tokens

Audit & minimize all broad custom cloud roles.

Principle of Least Pr iv i lege:Principle of Least Pr iv i lege:Principle of Least Pr iv i lege:
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